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Agenda

Á Access

Á Translation

Á Paging

Á Full Reconstitution

Á Analysis

Á Virtualization

Á Demos
ī Packed on disk vs. Unpacked when acquired from 

memory

īMemory Resident Only ïMeterpreter or Canvas

ī All demos running in VMWare Workstation and 
analyzed or acquired using poor manôs introspection 
from native host
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Access to Physical Memory



Access

ÁHardware
īHardware techniques are all part of the expansion 

bus which uses bus-mastering and Direct Memory 
Access (DMA)

īPCI
ÁTribble
ÁCarrier, B.D. and Grand, J. A. hardware-based memory 

acquisition procedure for digital investigations. Journal 
of Digital Investigation 1, 1 (Mar. 2004). 

ÁRAM Capture Tool by BBN Technologies

ÁCopilot 
ÁN. Petroni, T. Fraser, J. Molina, and W. Arbaugh. Copilot 
ïa coprocessor-based kernel runtime integrity monitor. 
Proceedings of the 13th USENIX Security Symposium, 
August 2004.
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