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Access to Physical Memory




AcCcess

Hardware

Hardware technigues are all part of the expansion
bus which uses bus-mastering and Direct Memory
Access (DMA)

PCI

Tribble

Carrier, B.D. and Grand, J. A. hardware-based memory
acquisition procedure for digital investigations. Journal
of Digital Investigation 1, 1 (Mar. 2004).

RAM Capture Tool by BBN Technologies

Copilot
N. Petroni, T. Fraser, J. Molina, and W. Arbaugh. Copilot
I a coprocessor- based kernel runtime integrity monitor.

Proceedings of the 13th USENIX Security Symposium,
August 2004.



AcCcess

Hardware continued

Firewire
Michael Becher, Maximillian Dornseif, Christian N. Klein.
Firewire, all your memory are belong to us. CanSecWest 2005.
Crashed Windows 2000
Did not work on Windows XP
Adam Boileau. Hit by a Bus: Physical Access Attacks with
Firewire. Ruxcon 2006.
Succeeded on Windows XP

Lied to Windows about configuration so Windows would allow access
to physical memory

PCMCIA
David Hulton (hlkari)




AcCcess

Software

Crash Dumps
Created during a BSoD

Must be enabled. My Computer->Properties-
>Advanced->Setup and Recovery ->Settings-
>Complete Memory Dump

Usually found in %SystemRoot%\Memory.dmp

Pagefile.sys must be large enough to hold all
physical memory

Tools to create
Bang! i Crash on Demand Utility.

Keyboard (Control-ScrollLock twice)



http://www.osronline.com/article.cfm?article=153
http://support.microsoft.com/kb/244139

AcCcess

Software continued

( George GarnerC

NtSystemDebugControl

Parameters
Control code 10
Request physical address
Specify length

Not available on Windows 2000

Fails on Windows 2003 SP1 and later unless
booted into debug mode.



//./DebugMemory
//./DebugMemory
//./DebugMemory
//./DebugMemory
//./DebugMemory

AcCcess

Software continued

Section Object exposed by the kernel representing
physical memory.

Accessible from user land with the right privileges.
Crazylord. Playing with Windows /dev/(k)mem.
Phrack Volume 0x0b, Issue 0x3b, Phile #0x10
Access blocked from user land

Windows 2003 SP1 and forward

Vista

lonescu, Alex. Subverting Windows 2003 SP1 Kernel
Integrity Protection. Recon 2006.



//Device/PhysicalMemory
//Device/PhysicalMemory
//Device/PhysicalMemory
//Device/PhysicalMemory

AcCcess

Free Tools
Windd -

Memoryze -

MapViewOfFile or similar
All software tools rely upon MapViewOfFile

MapViewOfFile can be subverted but requires
the attacker to know the physical address of the
virtual memory section the attacker is trying to
hide.



http://win32dd.msuiche.net/
http://www.mandiant.com/products/free_software/memoryze/
http://www.mandiant.com/products/free_software/memoryze/

Memory Translation

X064
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Russinovich, Mark; David Solomon (December 8, 2004). Microsoft Windows
Internals (Fourth Edition). Microsoft Press.



http://en.wikipedia.org/wiki/International_Standard_Book_Number
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4
http://en.wikipedia.org/wiki/Special:BookSources/0-7356-1917-4

= Memory Translation: x64

Similar to PAE except

Extra layer is added called the Page Map
Level 4 Selector. The EPROCESS now points
to the Page Map Level 4 Table.

Page Directory Pointer Table is expanded.
Like PAE, entries in tables are 64-Dbit.
Same 12 bits for flags

Virtual Addresses are broken into five
sections

9 bits 9 bits 9 bits 9 bits 12 bits

Page Map Le

vel 4 (512) PDP Selector(512) Page Table Selector (512) | Page Table Index (512) Byte Index (4096)
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= Memory Translation: x64

Every process is represented by an EPROCESS
object
Within an EPROCESS is a KPROCESS

The KPROCESS holds the physical address of the
Directory Table Base (offset 0x28)

Virtual addresses are broken into 5 parts

9 bits 9 bits 9 bits 9 bits 12 bits

L Page Map Level 4 (512) PDP Selector(512) Page Table Selector (512) | Page Table Index (512) Byte Index (4096)

Top 9 bits are an index into the Page Map Level 4
Table.
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